
                                                                 Test Case-47 

Test Name: RJIL-IP-QA-DS-SYS-048 

Test Objective:  The demarc should be able to offer the ability to limit data flows based on MAC 

source/destination address, IP source/destination address, TCP/UDP port numbers, or any combination of 

these fielSwitch. 

Test Configuration:  

ipv6 access-list 1 

 permit tcp 100::1/128 eq 1000 200::1/128 eq 2000 sequence 10 

 deny tcp any any sequence 20 

! 

interface GigaEthernet0/1 

 ipv6 access-group 1 

! 

Test Set up (Including Pre requisites): Switch ,ECR1,ECR2,IXIA                                                                                                                                   

 



 

Procedure: Connect switch to ECR1,ECR2,IXIA 

 

Action: Configure  the access list, and applied to the 

G0 / 1 on the switch port connected to  IXIA . 

Response: On the other port of switch, only the TCP 

packets with the source address of 100::1 and the 

source port number of 1000 are 200::1 destination 

port number 2000 , but no other packets are 

received. 

1  1  

Expected Result: Switch limits the  data flows based on MAC source/destination address, IP 

source/destination address, TCP/UDP port numbers, or any combination  

 

Actual Result: 

 

 

GUICHECK#show run int gi0/3 

Building configuration... 

 



  

 

Current configuration: 

! 

interface GigaEthernet0/3 

 switchport trunk vlan-allowed 333-335,885 

 switchport mode trunk 

 ip access-group test3 

GUICHECK# 

 

ip access-list extended test3 

 permit udp any any eq 5000 

 deny   udp any any 

! 

ip access-list extended test3 

 permit tcp any eq 200 any 

! 

interface GigaEthernet0/3 

 switchport trunk vlan-allowed 333-335,885 

 switchport mode trunk 

 ip access-group test3 

! 

 

 

  


